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1. Security Guidelines are recommendations indicating how a policy may be implemented.


a.  True


b.  False


2. Which of the following defines Security Standards:

a. High-level statements of what an organization wishes to accomplish.

b. Mandatory requirements that may be imposed externally or internally.

c. Specific step-by-step instructions on how to implement a policy.

d. Recommendations indicating how a policy may be implemented.


3. Inappropriate disclosure is a threat that increases risk to student records.


a.  True


b.  False


4. Which of the following methods of authentication makes use of hand scanners, fingerprints, retinal scanners, or DNA structure to identify the user?

a. Smart Cards

b. Multi-Factor

c. Biometrics

d. Kerberos


5. The school should introduce countermeasures to increase the risk to threats.


a.  True


b.  False


6. Identify the primary security goal that would be compromised by an inappropriate disclosure of student records:

a. Confidentiality

b. Integrity

c. Authentication

d. Nonrepudiation


7. Countermeasures are often used to reduce threats to acceptable levels because it is not always possible or practical to completely eliminate security threats.


a.  True


b.  False


8. The protocol number for Transmission Control Protocol (TCP) is 1, and the protocol number for Internet Protocol (IP) is 6.  


a.  True


b.  False


9. Identify the equation that best describes the Operational Model of Computer Security:

a. Protection = Prevention + (Detection + Repudiation)

b. Protection = Prevention + (Detection + Response)

c. Protection = Prevention + (Detection + Validation)

d. Protection = Prevention + (Identification + Validation)


10. High-level statements of what an organization wishes to accomplish is a Security Recommendation.

                 a.  True

                 b.  False

11. Which of the following common attacks would involve writing a fake login program:

a. Replay Attack

b. Man in the Middle

c. Back Door Attacks

d. Spoofing


12. Obtaining unauthorized access to the internet through an unprotected wireless connection is categorized as:

a. An Ethical Breach

b. Hacking

c. A Crime

d. Ethical


13. Prevention often includes the use of security mechanisms designed to restrict admittance to resources based upon certain criteria. Identify which of the following is NOT a preventative security mechanism:

a. Access Controls

b. Encryption

c. Backups

d. Firewalls


14. The loss of a teacher’s public key is a cause for concern.


a.  True


b.  False


15. Which of the following is the MOST secure form of authentication?

a.  Kerberos

b. Smart Card

c. Biometrics

d. Username/Password


16. Both Success Audits and Failure Audits are important security events that must be reviewed on a regular basis.

a.  True


b.  False


17. __________________ is injecting malware into computer systems.

a. Exploration

b. Reconnaissance

c. Exploitation

d. Exposure


18. A host-based Intrusion Detection System (IDS) can identify a PING sweep.


a.  True


b.  False


19. A built-in Windows feature for controlling inbound network access to a host is ___________________________.

a. Network Monitor

b. Spyware

c. User Datagram Protocol (UDP)

d. TCP/IP Filtering


20. Detection often includes the use of security mechanisms designed to support the discovery of security events as well as provide important clues that enable one to understand the event sequence of an actual or attempted compromise. Identify the detection security mechanism listed below:

a. Access Controls

b. Encryption

c. Audit Logs

d. Hot Spots


21. Incident response teams should have clearly defined and practiced incident identification, notification, escalation, handling and reporting procedures.


a.  True


b.  False


22. Host-based security should include anti-malware tools, including anti-virus, anti-spyware, and anti-adware. Identify the false statement regarding these tools:

a. Generally come complete with scanning tools that detect, report, and often remove the presence of malware.

b. Vendor-supplied definitions of malware are known as “spyware”.

c. Malware is often identified by unique binary patterns and/or heuristic (characteristic) behaviors.

d. Vendor updates keep the definitions current with respect to malware known to exist in security research labs or “in the wild”.
23. Physical security includes the use of barriers and controls to ensure authorized access is permitted while unauthorized access is denied.

a.  True


b.  False
24. Which of the following authentication methods increases the security of the authentication process because it must be in your physical possession?

a. Certificate

b. Kerberos

c. CHAP

d. Smart Cards


25. Host, network, and physical security should be planned and implemented in a coordinated manner.

a.  True


b.  False

26. Protocols can be groups into layers within the Internet Protocol Suite (commonly TCP/IP).  Transport Control Protocol (TCP) is associated with which of the following layers?

a. Application Layer

b. Transport Layer 

c. Internet Layer

d. Link Layer


27. A layered defense operates similarly to the architecture of a castle.


a.  True


b.  False


28. Default configurations of a computer system are always secure and should not be changed.


a.  True


b.  False

29.  Unauthorized access to facilities introduces substantial risk. Which one is not a substantial risk? 

a. Introduction of countermeasures

b. Theft of proprietary information

c. Damage to physical resources

d. Disruption of critical services


30.  A Rootkit may install a backdoor that provides an attacker complete access to the compromised host.

a.  True


b.  False


31.  Identify the false statement regarding threats found in the computing environment:

a. Malware is regularly deployed on web sites.

b. Deception is frequently used to trick users into downloading Trojans.

c. It is impossible for malware to bypass security software.

d. Criminal organizations are often behind attacks seeking financial gain.


32.  Penetration testing is typically a legitimate exercise chartered by the organization being attacked.

a.   True


b.   False


33. Why do programmers make use of back doors:

a. For maintenance purposes

b. For complicated operating systems

c. For observation purposes

d. For all of the above mentioned

34. Social Engineering targets people and is one of the most successful exploits used.


a.   True


b.   False


35. The type of virus that resides in memory, but is often eliminated when a network is completely shut down, is a:

a. Disinfect Virus

b. Vaccine

c. Trojan Horse

d. Worm


36. Piggybacking involves the attacker making use of gathered information in a ruse that persuades the victim to divulge other sensitive information.

a.   True


b.   False


37. A program that performs a useful task while at the same time carrying out some secret destructive plan is a:

a. Trojan Horse

b. Gate Key

c. Backdoor Entry

d. Spartan Mule


38. Although a virus can execute when an e-mail is opened, it cannot execute when an e-mail is just previewed.

a.   True


b.   False

39. Which of the following common attacks would attack a piece of software between a server and the user?

a.  Spoofing

b. Man in the Middle

c. Replay Attack

d. Back Door Attacks

40. Identify the attack whereby the attacker sends an e-mail that encourages the recipient to open an embedded link.

a. Shoulder Surfing

b. Piggybacking

c. Pretexting

d. Phishing


41. The Storm Worm botnet uses social engineering techniques to get an unwary user to take some compromising action, such as opening an infected PDF document or accepting a You-Tube invitation.

a.   True


b.   False


42. Choose the password generator that uses a challenge-response method for authentication?

a. Smart Cards

b. Synchronous Password Generator

c. Asynchronous Password Generator

d. Cyrptographic Keys

43. How many control flags are found in a Transmission Control Protocol (TCP) header?

a.  1

b.  6

c. 10

d. 12


44. Baselining a computer involves becoming familiar with its normal operations, including a listing of all its processes and open communications.

a.   True


b.   False


45. Certificates can be used to verify legitimate web sites.


a.   True


b.   False


46. Which of the following pieces of legislation addresses the responsibility of financial institutions to protect personal client information?

a.  HIPAA

b. Gramm-Leach Bliley

c. FERPA

d. Sarbanes-Oxley

47.  Which of the following is defined as testing for vulnerabilities?

a. Exposure

b. Expunge

c. Exploration

d. Reconnaissance

48.  ___________ is a process that mimics a computer’s login screen on an unattended terminal in a public lab, in an attempt to steal user ID and passwords.

a. Spying

b. Spoofing

c. Eavesdropping

d. Secret Keeping


49. Choose the password generator that uses a challenge-response method for authentication:

a. Asynchronous password generator

b. Smart Cards

c. Cryptographic Keys

d. Synchronous password generator

50. From the listing of attacks, choose the attach which misuses the TCP (Transmission Control Protocol) three-way handshake process, in an attempt to overload network servers, so that authorized users are denied access to network resources:

a. Man in the middle attack

b. SYN (Synchronize) attack

c. Smurt attack

d. Teardrop attack

